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NAT

@ 3 process request
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sre: 10.87.5.45
Dst: 220.67.8. 10

Sre: 220, 67. 8. 10
HFPA Dst: 10.87.5.45

VIPL: 220, 67.8. 10

[ T VIP2: 22067811 SN

DNAT SNAT
(ip vs in) (ip vs out)
N — ]
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sre: 192, 168, 10, 11
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A
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LOCAL IN
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—PRE ROUTING—>( )

VAN

FORWARD
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sessionz®

(hash)

—»( session )

+—( session )

FULLNAT

—»( session }+»{ session »{ session )

—( session r—»{ session )

’géssinn
Caddr;
Vaddr;
Daddr;
Cport:
Vport:
Dport;

-

~

—client address
-virtual address
destination address

Protocol; —-UDP/TCP Y,

Flclient address{E/Ihash key
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e FULLNAT-3XHYclient address ( TOA )

8FF
Opcode: 254
Client LVS Dplen:_ 9 RS
Data: iptport
| SN )
HOOK N #%
C;;-"%#J 1. #ftoafs
=]
' ACK TOA |BFEA
TOA socket;
::::::::::GEtZEdatﬁ.}::::::::::} 2. TCP
getname pK|
data 3 ¥ M socket
4 data | Eﬁfﬁtua \?
{i:-tuln: N
.g'- <

TOA : address of tcp option . @
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— TCP OPT-TIMESTAMP

* RealServer kernelFF/Stcp_tw_recycle

» FIFAROB , timestamp KHYIIIEIALTT , timestamp/NG9I[E]SR I
— TCP OPT-MSS

s TCP=RIBEFRE—ackEHAGETIERK
o GETIE>1NEESR |, toalTEFEAN

— TCP - Sequence

* RealServer_timewaitAYsocketE FHSRAH : seqid
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SYNPROXY HFBh{ilsynflood I

— FEEE . SH8linux tepiMd Ak syncookiesdYEAE |,
LVS-fa1&4F ik seqlysynackEl, , JauFackEHack seqEad

-SCIL Y TCP=IXY

. V=VsE:"
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virtual_server 125.76.224.240 {

syn_proxy
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L
3

.
L g
L

ACK >
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* SYNPROXY-i&iTE[E

— TCP - Sequence

e Lvs->client ¥ apache->IlvsHisyn_ack&HseqA~tH[E]
— TCP OPT

e Lvs->client syn_ackBHtcp optSzfFmss/wsale/sack
— Session reused

* SR EENATK FEE—1ip/portifiaILys
— Ack Storm

* Tcp seqi& 1S E ack storm
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VIP:220. 181. 6. 19
102200 181, 6. 19 GW 192, 168, 20. !

T 2200 1810 6. 19 G 192, 1b&, 30, .

TO 2200 181, 6. 19 GW 192, 168, 40, 5

192. 168. 20. 5

10. 65] 50. 27

Server 10. 65. 20. 58 Server 10. 23. 30. 64 g
NET 10.0.0.0/8 GW 10.65. 20. 1 NET 10.0.0.0/8 GW 10.23.30. 1 i;ﬁ
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o IPVS{It{Y,
— ZAFINE , 1P BATIZBERI1 N epuiz £

— X session hash table

— 18K session hash bucket lock”MH
— BRI&Hcache X BT Z
— LOCKLESS

— W4 : Westmere(Z8 _{{nehalem)/biostit &
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— BBE—"rx_bufferF0— tx_buffer ;
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RX BUFFER
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- SRR

— N”/Mrx_bufferfON/Mx_buffer, N=CPURZ NN

CPUL | | e CPU4

RX_BUFFERI || TX BUFFERL ||  *****° RX_BUFFER4 TX_BUFFER4




PERFORMANCE .}

+ pI-FARkR- cPUt%
— Cat /proc/interrupts
54: 188324418 0 IR-PCI-MSl-edge  ethO-TxRx-0
55: 167573416 0 IR-PCI-MSl-edge  ethO-TxRx-1

— 4%
echo 01 > /proc/irq/54/smp_affinity
echo 02 > /proc/irq/55/smp_affinity
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« ERZBAFI : RPS(receive packet steering)

CPU1 \ CPU2 \ CPU3 \

CPU4

aﬁﬁiiiiir

RX_BUFFER

_
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* RPSHCE

— cat /sys/class/net/eth0/queues/rx-0/rps_cpus

cat /sys/class/net/ethO/queues/rx-1/rps_cpus

— 435E
echo 01 > /sys/class/net/eth0/queues/rx-0/rps_cpus

echo 02 > /sys/class/net/eth0/queues/rx-1/rps_cpus
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« KEEPALIVEDfJt4Y,

— Select->epool

— J/DreloadB[8]F0A

&

PERFORMANCE
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— XFM-ELRO/GRO

— X[Flirgbalance

— IEKprocE2Y : net.core.netdev_max_backlog
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- [EREFEIR
— Synflood : 350w pps
— Ack/rst/fin-flood : 800w pps
— HTTP . 150w pps
— New tcp connection . 30w
— MAX session . 4000w (24G memory)

H128 : DELL R610(E5645 @ 2.40GHz) , Intel 82599 NIC ,
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— lpvs : lockless

— Keepalived : ZZZGF2S5 49X

— ¥h#{4 : sandybridge - DDIO
- STEIEE

— ERATE : ipFBERER.....

— 3ZFFGRO(FR3ZHLRO)

§E§E : 4/ 7/§é_
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